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1. ATVS — Biometric Recognition Group
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1. ATVS — Biometric Recognition Group
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2. Biometric databases

©) ATVS - Biometric Recognition Group - Mozilla Firefox:

frchivo  Editar  Ver Historial Marcadores  Herramientas  Ayuda
@ - - @ ﬁ} [[E httpiigatvs.iiuam esfdatabases.jsp [=[#] [E=]a000: &)

L1 Hatrnail gratutto [ | Personalizar vinculos || Windows Media || Windows [ | Fastweb: Complete V.

= ]
A'rafs Biometric Recognition Group - ATVS -’Aﬁm,h LV -
. Politénicn |
Superior
Home Databases
About
g Available biometric databases for research purposes at no cost
Research Raw biometric data
Eublications & FYC2006 Fingerprint Database (FYC2005): the database used in the Fingerprint Verification Competition 2006
Datahases o MCYT Bimodal Biometric Database (MCYT-Signature-100): orvline signature; 100 users
Intranet * MCYT Bimodal Biometric Database (MCYT- Off-75): offline signature; 75 users
* MCYT Bimodal Biometric Database (MCYT-Fingerprint-100): fingerprint; 100 users
* Ahumada Biometnc Database (Ahumada-25): voice; 25 male users
® Gaudi Biometric Database (Gaudi-25): voice; 25 famale users
Processed biometric data
& MCYT-SCORES Database (MCYT-SCORES): Three datasets of bimodal matching scores (signatures and fingerprints from 75 subjects of the MCYT database), together with scalar fingerprint guality
measures |abelled by a human expert, bath in MATLAB and ASCIl format.
Available premium biometric databases for research or commercial use:
« MCYT Bimodal Biometric Database: signature and fingerprint; 330 users
& Ahumada Biometric Database (Ahumada-100): voice; 100 male users
* Gaudi Biometric Database: voice; 100 female users
Biometric databases under construction
& BIOSECUR-ID Wultimodal Biometric Database
* BioSec Multimodal Biometric Database Baseline (BioSec-Baseling): face, fingerprint, iris, and voice; 200 users, 2 acquisition sessions |
* BioSec Multimodal Biometric Database Extended (BioSec-Extended): face, fingerprint, ivis, and voice; 250 users, 4 acquisition sessions
|
Terminado
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2. Biometric databases

MCYT BIMODAL DATABASE

M.
AL

> i
330 individuals acquired in 4 Spanish institutions Frms Orgnis _fget QL&_ /?‘-,1??2‘
AL

< Fingerprint and signature data, 1 session

< Fingerprint: optical and capacitive sensor

Firmas Originales
1524

= Signature: digitizing Tablet WACOM Intuos

e For each individual: 25 genuine signatures + 25
skilled forgeries

e Offline data from 75 individuals also available B

Nl 7 Maiis leata: o

J. Ortega-Garcia, et al., “MCYT Baseline Corpus: a Bimodal Biometric Database”, IEE Proc. Vision, Image and Signal
Processing, Vol. 150, No. 6, pp. 391-401, 2003.

CcoskE °
L COST 2101 Action - Workshop on Signature and Handwriting Analysis for Person Identification




2. Biometric databases

BIOSECUR-ID MULTIMODAL DATABASE

= 400 individuals acquired in 7 Spanish
institutions

= 8 Modalities: speech, iris, face, signature
and handwriting (on-line and off-line),
fingerprints, hand and keystroking.

= 4 Sessions. Three levels of temporal
variability:
Within the same session.
Within weeks (consecutive sessions).

Within months (non consecutive
sessions)

J. Galbally, J. Fierrez, J. Ortega-Garcia, M. Freire, F. Alonso-Fernandez et al., “BiosecurlD: a Multimodal Biometric
Database", in Proc. MADRINET Workshop, Salamanca, Spain, November 2007 (to appear).
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2. Biometric databases

BIOSECUR-ID MULTIMODAL DATABASE

Signature (on-line and off-line):

e 4 genuine signatures é%J
f oty
e
_Cacie |

= 1 forgery of each of the precedent three < C/\ PO
donors. 4 levels of forgery -

" TIPO 4 VIR LA FFMA NVLCLS, INTI UNMNUTO Y LA DRIGNAL

Session 1: see once and imitate

Session 2: see once, train 1 minute and
imitate

Session 3: see 3 times, train 1 minute
and imitate

Session 4: see as many times as you
want, train 1 minute and imitate

J. Galbally, J. Fierrez, J. Ortega-Garcia, M. Freire, F. Alonso-Fernandez et al., “BiosecurID: a Multimodal Biometric
Database", in Proc. MADRINET Workshop, Salamanca, Spain, November 2007 (to appear).
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2. Biometric databases

BIOSECUR-ID MULTIMODAL DATABASE LMWVJW)\E o jww\mﬁ s W@Wﬂw
”Nm S SNVSSR R A P

TJMLJMP M Aegre o L W%

Handwriting (on-line and off-line):

= Spanish text in lower-case 5 W\ 4 SWV MJ\QTU{L AT ii«\mw
\ et Jodk S ke
= The 10 digits written separately \Y#’“’ e S : : [
. b ad G o
Qo\. Mm / %r\m T L\A ZCN
- 16 Spanish separate words in upper-case o Ao W“ﬁ( - ek
bfpis o e i & L e ke

Peio o @Al 7, S b S Mo,
T o 2 T AL g, et -, TR S
e g AU, PR e WA U Y Pl

Tpry ot Bz T Spda s \
Tt m Ll e et ) ST Ror PV T
Tt mREe £ — Ty [ [ W R

TR A g 2, AT AR per
[P AL Vo oSN T B, TR S

J. Galbally, J. Fierrez, J. Ortega-Garcia, M. Freire, F. Alonso-Fernandez et al., “BiosecurlD: a Multimodal Biometric
Database", in Proc. MADRINET Workshop, Salamanca, Spain, November 2007 (to appear).
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2. Biometric databases

BIOSECURE MULTIMODAL DATABASE
e 11 European institutions

e Three datasets, 2 sessions:
= DS1 — Internet (=900 individuals): Voice, face
< DS2 — Desktop (=600 individuals): Voice, face, signature, fingerprint, iris, hand
= DS3 — Mobile indoor/outdoor (=600 individuals): : Voice, face, signature, fingerprint

DS2: Controlled quality data DS3: Degraded condition
(X, y, pressure, angles) x, y)

12
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3. Online signature
Verification systems
Handheld devices
Vulnerabilities

Template protection

5.
6.

J. Fierrez and J. Ortega-Garcia, "On-line signature verification", A. K. Jain, A. Ross and P.Flynn (Eds.), Handbook of
Biometrics, 2007 (to appear)
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3. Online signature verification

THREE APPROACHES FOR SIGNATURE VERIFICATION

FUNCTION-BASED APPROACH USING LOCAL HMM MODELLING:
= Signature is modelled using the dynamic time sequences (X,y,p,angles)

J. Fierrez, D. Ramos-Castro, J. Ortega-Garcia and J. Gonzalez-Rodriguez, "HMM-based on-line signature verification:
feature extraction and signature modeling", Pattern Recognition Letters, Vol. 28, n. 16, pp. 2325-2334, December 2007

FUNCTION-BASED APPROACH USING LOCAL DTW MODELLING
< Matching of time functions is done using elastic distance measures (DTW)
= Better than the HMM with few training data

J. Fierrez-Aguilar, S. Krawczyk, J. Ortega-Garcia, and A. K. Jain, “Fusion of Local and Regional Approaches for On-Line
Signature Verification”, Proc. of IWBRS, pp.: 188-196, Springer LNCS-3781, 2005.

FEATURE-BASED APPROACH USING GLOBAL PARAMETERS:
- Signature is modelled with a set of holistic parameters.
= Advantages: easy and quick to compute (e.g. handheld devices)
e Better than the HMM with few training data
J. Fierrez-Aguilar, L. Nanni, J. Lopez-Pefialba, J. Ortega-Garcia, and D. Maltoni, “An On-Line Signature Verification

System Based on Fusion of Local and Global Information”, Proc. 5th IAPR Intl. Conf. on Audio- and Video-based Biometric
Person Authentication, AVBPA-05, pp. 523-532, July 2005, LNCS-3546.

14
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3. Online signature verification

SIGNATURE VERIFICATION USING
HANDHELD DEVICES

= We are currently developing systems
adapted to handheld devices via
adaptation of previously developed systems.

< Dynamic signature verification can be
incorporated in commercial handheld devices
and smart-phones.

< Touch-screens provide a straightforward
means of online signature acquisition.

= Automatic Signature Verification systems on
handheld devices must have low processing
and memory requirements

M. Martinez-Diaz, J. Fierrez, J. Galbally, F. Alonso-Fernandez and J. Ortega-Garcia, "Signature verification on handheld

devices", in Proc. MADRINET Workshop, Salamanca, Spain, November 2007 (to appear)

F. Alonso-Fernandez, J. Fierrez-Aguilar, J. Ortega-Garcia and J. Gonzalez-Rodriguez, "Secure access system using
signature verification over Tablet PC", IEEE Aerospace and Electronic Systems Magazine, Vol. 22, n. 4, pp. 3-8, April 2007

CcosE
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3. Online signature verification

PIATVS

APPLICATIONS ON HANDHELD DEVICES

= Main application on handheld devices
include:

Payments in commercial
environments, via UMTS, GPRS, WiFi,
etc.

Legal transactions: Legal documents
or certificates, E-government
applications

User login: Access control, Local or
remote system and networks

Client validation: E.g. parcel delivery

M. Martinez-Diaz, J. Fierrez, J. Galbally, F. Alonso-Fernandez and J. Ortega-Garcia, "Signature verification on handheld

devices", in Proc. MADRINET Workshop, Salamanca, Spain, November 2007 (to appear)

F. Alonso-Fernandez, J. Fierrez-Aguilar, J. Ortega-Garcia and J. Gonzalez-Rodriguez, "Secure access system using
signature verification over Tablet PC", IEEE Aerospace and Electronic Systems Magazine, Vol. 22, n. 4, pp. 3-8, April 2007
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3. Online signature verification
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VULNERABILITIES OF SIGNATURE VERIFICATION SYSTEMS
* Biometric systems are not free from external attacks.
In 2001, Ratha identified and classified 8 possible points of attack

Hill climbing

DIRECT
ATTACKS 1 [ sensor }
- o |
3 Fe extractor }
.
e | @
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[ Decision }
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3. Online signature verification
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DIRECT ATTACKS

Different levels of forgery:

A J
\

{

Random forgery: a different
user signature

[ORIGINAL |

Blind forgery: descriptive

RANDOM

L-F

information of the signature

(ej: name of the user)

Low-force forgery: visual
static information of the
signature

Brute-force forgery:
dynamic information of the
signature and dedicated tools

4

A. Wahl, J. Hennerbert, A. Humm, and R. Ingold, "Generation and evaluation of brute-force signature forgeries," in Proc.

IWMRC, 2006, Springer LNCS 4105, pp. 2-9

CocosE

18

COST 2101 Action - Workshop on Signature and Handwriting Analysis for Person Identification




[CIATVS

3. Online signature verification

INDIRECT HILL CLIMBING ATTACKS

Access
Granted

Modification
scheme

HILL-CLIMBING ATTACK

J. Galbally, J. Fierrez, and J. Ortega-Garcia, “Bayesian hill-climbing attack and its application to signature verification,”
in Proc. ICB. 2007, pp. 386-395, LNCS-4642. 19
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3. Online signature verification

TEMPLATE PROTECTION

*  With the growth in scale of biometric systems deployed in the last years, privacy issues
related to the protection of biometric patterns have emerged as a crucial challenge
for the widespread use of biometrics.

+ Template protection systems aim to enhance the resilience of biometric data against
attacks, while still allowing the matching to be performed efficiently.

« Coarse classification:

+ Feature transformation: features are transformed using a one-way function, and
matching takes place in the transformed domain

« Biometric cryptosystems: a biometric is used for data encryption/decryption.
Template protection is achieved because the biometric is bound to a random binary
key.

CcoskE 20
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3. Online signature verification

TEMPLATE PROTECTION: HELPER DATA SYSTEM

*  Feature transformation to binary vectors
* The binary feature vector is combined with a (cancelable) binary random key

TRAINING ENROLLMENT © VERIFICATION
T
o . Feature Feature
X —> !
v i Extraction Extraction y
Statistics X \L ‘L v
Binarization Binarization
5 l l vE
Feature h, Templ h, Feature
i > emp ates > )
Selection Database Selection
xR y& ,
RNG s ECC c /L hv h 2 i‘ C ECC
Encoding ~ ~ Decoding
e
h(s) h; h; his’)
Hash Hash

xl—/ Decision

M. R. Freire, J. Fierrez and J. Ortega-Garcia, “Dynamic signature verification with template protection using helper
data", Technical Report, Biometric Recognition Group-ATVS, 2007. 21
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3. Online signature verification

TEMPLATE PROTECTION: FUZZY VAULT

. . . A=(3,7,5,2
« Alice hides a (cancelable) random key S in a ( )
vault using her enrollment biometric \{—\
template A
Secret ) m
. . » Encoding
*  She will be able to recover the key if she

presents a biometric template B that
overlaps substantitally with A

. Is a:
. . B=(5279
* Biometric cryptosystem: the protected ( )
key can be used for cryptography \{—\
*  Template protection system: from the

Secret

vault an attacker cannot recover W
neither the secret key nor the
biometric pattern

Decoding

M. Freire-Santos, J. Fierrez-Aguilar and J. Ortega-Garcia, "Cryptographic key generation using handwritten signature”, in
Defense and Security Symposium, Biometric Technologies for Human Identification, BTHI, Proc. SPIE, Vol. 6202, pp. 225-
231, Orlando, USA, April 2006

M. R. Freire, J. Fierrez, M. Martinez-Diaz and J. Ortega-Garcia, "On the applicability of off-line signatures to the fuzzy
vault construction”, in Proc. Intl. Conf. on Document Analysis and Recognition, ICDAR, IEEE Press, Curitiba, Brazil,

September 2007. 22
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4. Offline signature
5.
6.
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4. Offline signature verification

TWO APPROACHES FOR SIGNATURE VERIFICATION

Main applications of offline signature verification: government, legal and
commercial transactions

= Global image analysis and minimum distance classifier

e Local image analysis and HMM modeling

5—1 |'| l# //-'-'\\ff/!,fﬂﬂ
- /QAQ%$M%’
= /\W}‘”\ | = Co AV VT T

® &)

J. Fierrez-Aguilar, N. Alonso-Hermira, G. Moreno-Marquez and J. Ortega-Garcia, "An off-line signature verification system
based on fusion of local and global information”, in Proc. BIOAW, Springer LNCS-3087, pp. 295-306, Prague, Czech
Republic, May 2004
- 24
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4. Offline signature verification

SIGNAL QUALITY ANALYSIS

= Measures able to predict the performance of a verification system

NAME NO LEGIBLE OR NO NAME

| = =

;Af,;’,f#/ S (

MEDIUM LEGIBILITY

7 T L o

NAME CLEARLY LEGIBLE

F. Alonso-Fernandez, M. C. Fairhurst, J. Fierrez and J. Ortega-Garcia, "Automatic measures for predicting performance in

off-line signature”,

in IEEE Proc. Intl. Conf. on Image Processing, ICIP, San Antonio TX, USA, September 2007

F. Alonso-Fernandez, M. Fairhurst, J. Fierrez and J. Ortega-Garcia, "Impact of signature legibility and signature type in
off-line signature verification", in Biometrics Symposium, BSYM, Baltimore, Maryland (USA), September 2007
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5. Handwritting recognition
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5. Offline handwritting recognition

VERIFICATION SYSTEM BASED ON
TEXTURE INFORMATION

Sentence Database Mo01-012

i wapped himiolf m tha farn snd enfind the sides of kis hesd. Then by dngroes the
fuarni n

= Texture information: b= p o ansoiy et e o e
- Slant orientation, curvature, etc.

. e kG goecl ;lr.p,,_f/ Y ’1,-:“' .f.u—(‘
= Text independent (f-‘ S o
:u‘-’.'m A ides of MY ad . Then
[L; degrees the refatbing oty ta
= Main applications of offline handwritting il ot ook Pike: Junbir dond
recognition: forensic analysis, historical T TSRO SR L (e e
documents ‘
Broawm's K g rTTI wrrel o
| weadly aund Lovted almud e roowm
e Influence of: i bgine b sakher it wily: Oadnite, Ws
- Size of the database in identification duct was iling over Dav's Lakte auwd
= Amount of data Yy < wh
St€ncua ke, at ,-.. ‘(;l.(j a Apbigl Hact
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6. Challenges

28
CocosE

COST 2101 Action - Workshop on Signature and Handwriting Analysis for Person Identification




PIATVS

6. Challenges

Poor ergonomics and small input areas of handheld devices
* Increase variability

Low touch-screen digitizing quality of handheld devices < i?f;:’;f
* Noise :

*  Missing samples :
« No pressure, elevation or pen-azimuth information
Security '

* In case of a security breach an attacker can gain access to financial o

or legal information of a user.

* Access to the matcher can lead to brute force or hill-climbing
attacks among others.

* User template and communications channels must be secured.
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