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Motivation: Model-Based High Assurance

Multi-sensor ground vehicles

m Multiple sensors: GPS, compass,
accelerometer, IMU, etc.

m Control: waypoints, joystick vector

m Vehicle model: laws of physics,
vehicle state

m Map data: Terrain,
possible paths, obstacles

Assurance Through Consistency
m Model-based consistency checks
m Model vs. vehicle state

m Map-based path validation

m Exception signal if inconsistency
threshold is exceeded
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High Assurance Code/Proof Co-Synthesis

Verified control Controller
algorithms performance proof
Sensor self- Inconsistency
consistency detection proof

Proof: specification

= implementation
HCOL backend

compilation

Landshark HW, SW Interface CertiKOS
and sensors and secure ROS
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Detection Through Feasible Region of State

1/h (XH'h — Xt)

Y=z Self-consistency equation

«t
. vt 1/h (Xt_l_h — Xt>
x| T Vith
ith

Region of
self-consistency

Overapproximation Inside a polyhedra

A, F(Z) —b; <0

t+h
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Test: attack-free, if F (st D st’l'h) c | JP;
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Rule-Based Formal Compilation Flow
HCOL specification ForAnyf;cl) (InsidePolym,n(Ai,bi, .))

Expansion + backtracking 1

k=1
Reduction o { } (Reduction
n,(a,b)—avb® | /=0 n,(a,b)—anb

HCOL (dataﬂOW) o Pointwisey, ;,s4,<0 © Pointwise, ;.. ... s,
exprESSion o [:yn_ol (Reductionm(a?b)Ha_i_b o Pointwisen@jHai_jxj) )
Recursive descent l -

. k i
Reduction,, (, )avb © EJ( e/ o Reduction,, (, p) sanp

2-HCOL (loop) N (=0

© POintWisen:.r,n—).r.,SO © POintWisen.‘:r;l—}.‘r[fb,-

1 m—1 n—1
expre55|on o) E,l(e;no Reductionn_(a_b)Hﬂ_,_bo E(e?OAtomiC:['jHa,;_j:rJ O(e?)-r)))
1=0 7=0

Confluent term rewriting l

Optimized 2-HCOL kz:\/l( E(AtomlcxH(r b;)<0 E— (AtomlcmHawxo(e )T)))

L3
expression £=0"i=0
Recursive descent 1
func (TVoid, "transform", [ ¥, X ],
data(Dl, V([ V([ V([ V(1.0), V(2.0) 1), V([ V(3.0), V(4.0) 1), V([ V(5.0), V(
data(D2, V([ V([ Vv(1.0), V(2.0), V(3.0) 1), V([ V(1.0), V(2.0), V(3.0) 1)
hain (
AbStraCt COde © a::sign(nth(Y, V(0)), V(false)),
loopc(il, [ 0 .. 1 ], neq(nth(Y, V(0)), V(true)),
decl([ s8 1,
chain (

assign(s8, V(true)),
loopc(il9, [ O .. 2 ], neg(s8, V(false)),
decl([ s10, sl11, sl1l2, sl13, sl4, s9 ],

bt e [
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HCOL: Hybrid Control Operator Language

Sensor values and model-based predictions
Euler step: xt*h

xtth [13 ]hlg](xt B Vt_l_h)
Numerical differentiation: vt*h
viTh o 1/h[13 | — Ig](Xt_I_h @ xt)

I5: 3 x 3 identity matrix
time step = matrix-vector product

Assurance through guaranteed controller input and output

m Declarative representation of physics, data and control algorithms

m Enables rule-based software synthesis and variant generation,
verification and proof co-synthesis

m Extends Spiral’s OL and SPL languages into the control domain
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HCOL: Control Operator Examples

Time step residue: Disagreement between model and sensors
R — —Is  hls I O3
— |1/hl3 03 1/hlz I3

Error operator: L, norm of time step residue
E) (St, St—l—h) N (St s St—l—h)T <RTR> (St D St—l—h)
St — (Xt s Vt), St—l—h — (Xt—l—h s Vt—l—h)

PID controller: Control velocity at set point v,

ut s | Is =13 . Is —Iz . t t—h
(st = | [kole ki3 [ha/n1s E 1 ° [ ' 16] @[13 —Is 13](VO@V &s)
n—1
et =v0 v, st=ect@ Y e
1=0

n—1 ot _et—h
Usual PID controller definition: u’ = kpe’ + k; > e + K,

i=0 h
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Rule-Based Code Synthesis

High Level Rules: Transformations within high level abstraction

n—1
In— ) e} I;(e) '
i=0

Lo el g sne) - g (welf)e

with e} *™ = [0,...,0,1,0,...,0]

n—1 n—1
[Z SiA;G;| ) SiB;G;

Code generation rules: Translate high level abstraction into code
Code y = (A B)a: — {Decl(t), Code (t = B:c), Code (y = At)}

Code ( (Z AZ) :13) — {y =0, for(i = 0..n — 1) Code (y+ = AZ-:U)}

Code(y=e/""z) — y[0] := ai]
Code (y = enX1 :B) — {y = 0, y[i] := :B[O]}
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Symbolic Rule Verification

m Rule replaces left-hand side by right-hand side

when preconditions match
n—1

I, » > elli(ef)’
i=0

m Test rule by symbolically evaluating expressions
before and after rule application and compare result

2
S e3n(ef)’ = [100][1][100]T +
= =0

I3 =

IO o |_ll
O O
||_l © OI

[010][1][010]" +
[001][1][001]"
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Algorithms Formalized in HA Spiral So Far

m Dynamic Window Approach Monitor
Passive safety monitor, formally derived in KeYmaera

m Set calculus: Sensor self-consistency in state space
Check that set of self-consistent true state values permitted by

measurements is non-empty

m Multi-timescale Z-test for redundant sensors
Test for zero mean of difference between multiple sensors

on multiple time scales

= Mathematical infrastructure robotics code
Coordinate transformations, data filtering, ODE integration
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Example: Dynamic Window Safety Monitor

State History Model

target Dynamic Window

. Actuator setting
Sensor data Algorithm

exception

Verified monitor

Dynamic Window Approach Primer

15 .

wf = p,r.
10 Unsafe
15f \ e OO "U,r.
b N L B a
Infeasible — 3T "O" oo T, r
ost S | 7 v (A A
0o L L --:- R L i‘ E,‘ ”pT’_pO”OO > ;};‘l'v?;'i‘(b + 1) (282 + E(UT’ + V))
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Algorithm Verified in KeYmaera
Theorem and proof
2
To Proves vy = ] (0 =0)v (Il = poll > 22 + V7))
dﬂ}ps = (Gtﬂg || ctTL!; dyﬂ]* [s]5] 5] ¥ WeYmaera - Prover (=]
Eile ¥iew Proof Opuons Tools Abhaul
Cfrl:: = Vg — (*:*); ?”vo“ ‘i: V i |.I.:.lllrl5il1|:llif'r I c,u.m.df_l T i H!E e \'W Proof closed 3
th‘l{r = (ﬂf- = _b} e e e e e A [ pmer Haode (L ;::.‘I:rh:s:
Proof Search Suareqy [ Rules | DLopdons | %4 5 o oa e gy o 2 Modes5h =
U(?vr =0; ap:=0; wy:= U:] 'PT:D:” [ Goals User Consuaint__| | - 0, ' Branches: §
L-J {ﬂ;f' = * ?_b { Oy <_: A7 W 1= *; ? — ﬂ ‘E e {_: ﬂs I:p-irlaf.':;eai: Initially Walid . -Eé‘ﬂ-'—' E::G_ﬂb‘ 2 j’ I:A?l:; E:_)‘_ 2 )
- - + P 2T epd 2sap ™ v 0]
Pe = (*,%); dr := (*,%); Po:= (*,%); ?feasible A safe) = Wlluse Case a=h Il
— 1 El B Ead Frus:r\;v;s.:lnw.ri-zn.l:. r :E:;_ﬂ_l.‘:' H
feasible = [~ el > 0 Aciror — pell = - A = (PP e e —
2 A A ' ’ Egﬁsi?ﬂ_.ﬁ w= O 5 0 =0 &espl| st
safe = ||pr — pol|c > 2.!:-+V.5 +(F+1) (EEE—O—E(%—FV]) ) o o i | |3 I R
| K> suraneqy: Applied 49 rules (1.0 sed, dosed § geals, O remaining
dyn= (t:=0; pﬁ’ = vpd,, p}:’ = vpdy, ﬂfﬂ = —wpdy, d"" = wyd,,
iy
Py =5, Py =vl, vp=ar, W, = =1 )
’ ? ? ? ||P-r' pc“ llor — pollco >2—':+(%+1) (%EE—FE‘U,-)
& v, >0At<E)
H . °n e v = 0V [lpr — poflco > +V +(A+1) (ée +e(vr+V))
Resulting safety monitor condition %
2
2 A A Sensor uncertainty  |[pr — Polloo > +V =i (f’ +1) (%152—{-5(‘11,- +V)) + Uy
2 Ur
Ipe—polle > 55 + VG + (5 01) (528 +er+) G, womien i (g ) (e 0)
Sensor failure  [[Pr —Polloo > 5, +V + (i +1) (As +E(u+V)) + U, +gA
2 2

U,
B = dp

v =0V ||Pr- _pollm 2%

V—ﬂ-}-V(%’ +T)+ (f+1) (As +5(vr+V))

2b
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Mathematical Objects in HCOL
m Infinity norm
[]5 - R* — R

(24)i=0....n—1 — MaX;=0... n—1 |Z;]

m Chebyshev distance

mn . T n
doo (., )t RT X RY — R Implicit Isomorphisms

(z,y) = ||z — yll5 R™ w R™ &2 pMtn
R = R!
m Vector subtraction RF x (R™ x R™) 2 RF x R™ x R™
(—)n: R x R" — R" (R* x R™) x R™ & RF x R™ x R”

(z,y) oz —y

m Pointwise comparison
(<n: R" x R™" — Z5
((mi)i:O,...,n—la (yi)i:O,...,n—l) — (23 < ¥i)i=0,...n—1
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HCOL Basic Operators

Pointwise,, ¢ : R"™ — R"
()i = fo(zo) ® - & frn—1(xn—1)
Pointwise, ., ' R" x R" — R"
(@i i) = folzo,¥0) @+ @ fr—1(Tn—1,¥n—1)

Reduction,, s :R™ — R

()i = fa—1(@pn-1, fn—2(@n—2, fn—3( .. fo(zo,id())...)
Induction,, s : R — R"

x — (id, f1(z,id), fo(z, f1(x,id)),...) "
Atomicey iR =R

x+— f(x)
Atomicy y iR xR =R
(z,y) — f(z,y)

Scale, (4.p)saob i R X R — R”

(Oé, (fci)z‘:o,...,n—l) — (o x;)i=0,. . n—1
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Formal Code Synthesis

HCOL Breakdown Rules

SafeDisty 4 . ( ) = (Plz, (ag, a1,a2)1(:) < d3 () (-,

With o=, a1=%+=(4+1), ax=(4+1)(52+eV)

doo (5 ) = 15 o (=)

(o)n — Pointwise,, ., (a.b)—saob

|-I5c — Reduction,, «; 1) max(|al,[b|)

< .,. >n— Reduction,, , 1y .4 © POINtwise, . ., ; p)sab
Plz, (ag, - ..,an)] =< (ag,...,an),.> o(z")n

(z*)n — Induction,, (, »)esap.1

Fully Expanded HCOL Expression

SafeDisty, 4 p = ALOMIC(, 1) sy

L BNENEERNE

o (( Reductiong (. ,)rsa4y © POINtwises 44,0 o Inductions ¢, 4y 4.1 )

X ( Reductions ;) smax(jz|,ly) © POINtWISEs 5 (0 sy ))
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HCOL and X—HCOL

m HCOL problem specification: declarative, point free

ForAnyf;cl) (InsidePolym,n(Ai, b;, .))

m HCOL expression: data flow graph

k-1
Reductionn’(a’b)ﬁavb O JE:O ( Reducuonn,(a,b)l—)a/\b

o Pointwise,, ;.. ...<o o Pointwise,, ;.. ...

gm—1
o [ ] (Reductionn (a,b)—a+b © POINTWISEn /14, jg;j) )
+1i=0 T =

m 2-HCOL expression: optimized loop structure

k—1,m—1

Z\j/( Z\(Atomlcmﬁ(x b1)<0 E— (Atomlcmﬁa 2 o(e! )T) ))

¢=0" 1=0 J=
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Final Synthesized Interval Arithmetic Code

int dwmonitor (float *X, double *D) {
__ ml128d ul, u2, u3, u4, u5, u6, u7, u8 , x1, x10, x13, x14, x17, x18, x19, x2, x3, x4, x6, x7, x8, x9;
int wl;

{

unsigned xm = mm getcsr();

_mm setcsr(_xm & Oxff£f£f0000 | 0x0000dfcO) ;

u5 = mm setl pd(0.0);

u2 = mm cvtps pd(_mm addsub ps(_mm setl ps(FLT MIN), mm setl ps(X[0])));
ul = mm set pd(1.0, (-1.0));

for (int i5 = 0; i5 <= 2; i5++) {

x6 = mm addsub pd(_mm setl pd((DBL_MIN + DBL MIN)), mm loaddup pd(&(D[i5])))

x1 = mm addsub pd(_mm setl pd(0.0), ul);

x2 = mm mul pd(xl, x6);

x3 = mm mul pd(_mm shuffle pd(xl, x1, MM SHUFFLE2(0, 1)), x6);

x4 = mm sub pd(_ mm setl pd(0.0), mm min pd(x3, x2));

u3 = mm add pd(_mm max pd( mm shuffle pd(x4, x4, MM SHUFFLE2(0, 1)), mm max pd(x3, x2)), mm setl_
u5 = mm add pd(u5, u3);

x7 = mm addsub_pd(_mm setl pd(0.0), ul);

x8 = mm mul pd(x7, u2);

x9 = mm mul pd(_mm shuffle pd(x7, x7, MM SHUFFLE2(0, 1)), u2);

x10 = mm sub pd(_mm setl pd(0.0), mm min pd(x9, x8));
ul = mm add pd(_mm max pd( mm shuffle pd(x10, x10, MM SHUFFLE2(0, 1)), _mm max pd(x9, x8)), mm set
}
ué = mm setl pd(0.0);
for(int i3 = 0; i3 <= 1; i3++) {
u8 = mm cvtps_pd(_mm addsub ps(_mm setl ps(FLT MIN), mm setl ps(X[(i3 + 1)])));
u7 = mm cvtps_pd(_mm addsub ps(_mm setl ps(FLT MIN), mm setl ps(X[(3 + i3)])));
x14 = mm _add pd(u8, _mm shuffle pd(u7, u7, MM SHUFFLE2(0, 1)));
x13 = mm shuffle pd(x14, x14, MM SHUFFLE2(0, 1));
u4 _mm_shuffle pd(_mm min pd(x14, x13), mm max pd(xl14, x13), MM SHUFFLE2(1, 0));
u6 _mm_shuffle pd(_mm min pd(u6, u4), mm max pd(u6, u4), MM SHUFFLE2(1, 0));

}

x17 _mm_addsub_pd(_mm _setl pd(0.0), ué);

x18 = mm addsub pd(_mm setl pd(0.0), u5);

x19 = mm cmpge pd(x17, mm shuffle pd(x18, x18, MM SHUFFLE2(0, 1)));

wl = (_mm testc sil28(_mm castpd sil28(x19), mm set epi32 (Oxffffffff, Oxffffffff, Oxffffffff, OxEffffffff
(_mm_ testnzc sil28(_mm castpd sil28(x19), mm set epi32 (Oxffffffff, Oxffffffff, Oxffffffff, Oxffffff
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Spiral Interval Arithmetic Code Quality

Intel C vs. CompCert Performance
700
600
= 500
e
E
£ 400 %
= (S
(b]
S 300 7}
>
S 200 o
=
) I I
0
int dwmonitor(*X, *D)
m CompCert, C, 32-bit mICC, C, 64-bit 96
ICC, C, 32-bit m ICC, SSE, 64-bit
ICC, SSE, 32-bit

2,586

SandyBridge CPU, Intel C Compiler, CompCert,

APRON Interval Arithmetic Library

% of “don’t know” answers

Precision at boundary

Spiral
100 APRON

a<b?for
a-b=101
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High Assurance Spiral In A Nutshell

Problem and main idea Deployed in Landshark robot

Co-synthesize high-quality code
and proof for sensor-fusion based
self-consistency algorithms

True location spoofed location

Approach

R x R? x R? — Zo
(vr,prspo) = (p(vr) < doo(pr, o))
Wheel .
encoders 1\ 2 ( az)\ —_
om |2 0,—
= N

GPS data | 6xy,8y; —* '

Controller
performance proof

Inconsistency
detection proof

Proof: specification
=implementation

A,F(@) —b; <0

Robots, sensor, Interface CertiKOS
Xt+h =~ [12 |h 12 ] (Xt &b Vt+h) control, assurance and secure ROS

int dwmonitor (float *X, double *D)
__ ml28d ul, u2, u3, u4, u5, us,
unsigned xm = mm_getcsr() ;
_mm_setcsr{_xm & Oxf£££0000 | O:

us5 = mm_setl pd(0.0) ;

u2 = mm _cvtps _pd(_mm_addsub_ps|
_mm setl_ps(FLT MIN), _mm setl y
ul = _mm_set pd(1.0, ( 1.0)) ;

for(1nt i5 = 0; i5 <= 2; i5++) {

x6 = mm_addsub_pd(_mm_setl_
+DBL MIN)), mm loaddup
1 = mm _addsub_pd(_mm setl_
2 = mm mul pd(xl, x6);
}
__asm nop;

if (_mm_getcsr () & 0x0d) {
_mm_setcsr (_xm) ;


https://www.dropbox.com/s/7mmuy8uyo4hirgm/FourRuns.mp4
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More Information:
WWw.spiral.net
Www.Ssplralgen.com



